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Why bother?

� In a recent survey of 1,500 major employers, Experian found that 71% 
had encountered serious lying in job applicants' CVs.

� Seven per cent of criminal record checks highlighted convictions not 
disclosed in the application.

� One in four companies have withdrawn job offers because of 
discrepancies in CVs

� A recent study found 39% of people would lie on their CV if they
thought it would to go undetected. 

� The most likely types of CV fraud are:
– Salary (23%)
– Previous experience (14%) 
– Educational qualifications (13%)
– Dates of employment (10%)
– Job title (9%) 
– Age (6%). 



What sort of screening is there ?

1 - Pre-employment screening:
� Seeks to verify the credentials of job applicants and to check that the applicants 

meet preconditions of employment 
� Establishes whether the applicant has concealed important information or 

misrepresented themselves.

2 - National Security Vetting (NSV):
� Seeks to determine an individual’s suitability to hold posts with access to 

SECRET and TOP SECRET assets, or for posts with access to individuals, 
establishments or information assessed to be at risk from or of value to 
terrorists. 

3 - Other employee screening methods:
� Seek to obtain other information (drug testing, security appraisals etc) - going 

beyond the verification of credentials to collection and interpretation of 
information about the behaviour of employees in order to assess risk.



Putting it into action

Your pre-employment screening processes will be mor e effective if 
they are:

� An integral part of your policies, practices and procedures for the recruiting, 
hiring, and where necessary training of employees.

Who should be involved? 

The size and structure of your business and the level and role of the 
applicant's position will determine this but will most likely include:

– Human Resources (HR)
– Security personnel
– Business owners and managers
– Legal personnel
– Other relevant departments (Audit/Procurement/Children’s Services 

etc.)



It’s YOUR problem

Ownership

� Ideally one department (works with all relevant parts of the organisation 
to ensure that protocols such as information sharing are agreed and 
adhered to and that the whole business understands the importance.

Use of third parties

� Is the business is conducting all or part of the checks?  Ensure that 
they follow your agreed guidelines - screening remains your ultimate 
responsibility.



Application form

The use of an application form is considered best p ractice where the applicant can :
� Provide all relevant information
� confirm and sign to say that the information is correct.

It should request the following :
� Full name – including maiden name if married or in a civil partnership, and other previous 

names if the applicant has changed their name
� Date of birth – asking for age-related information on an application form may be 

discriminatory so consider removing it from the main application form and include it in a 
separate diversity monitoring form

� Current address – do you require previous addresses? If so how far back do you go? 
� Employment history 
� Education history – including full course details and contact details 
� Criminal history – define exactly what type of data you require i.e. convictions and cautions? 

For most jobs only unspent convictions can be requested A clear statement that pre-
employment screening will take place and provision for the applicant’s consent

� Ask whether their current employer can be contacted, and at what stage
� Any additional information as required.



Interviews

In addition to providing an opportunity to discuss the candidate’s suitability 
for the job, an interview plays an integral part of  the process because:

� They allow the employer to find out missing information which is relevant and to 
probe/clarify applicants about their responses or for additional information

� Interviews add to the overall assessment of the applicant’s reliability and integrity.



The safeguarding of Vulnerable Adults Groups Act 2006 sets the scope of 
the scheme. Employers retain their responsibility for ensuring the safe 
recruitment and employment practices of individuals within their
organisation.

Core Purpose:

To prevent unsuitable people from working or volunteering with children 
and vulnerable adults, the current scheme will reform all current vetting 
and barring practices

The Vetting & Barring Scheme (June 2009)



The CRB Process

� Make sure you check and validate the information provided by the
applicant on the form.

� Establish the true identity of the applicant by examining a range of 
documents.

� Ensure the form is fully completed.

� Only accept valid, current and original documentation – NO 
PHOTOCOPIES.

� Do not accept information printed from the internet, for example internet 
bank statements.

� Cross match identity information provided in different sections of the 
form with each other and with other information provided by the 
candidate, for example on their CV.



The CRB Process

� Cross match the applicant’s address history with other information they 
have provided – for example, if their CV states they have worked in 
Liverpool, but their CRB form gives only London addresses, this should 
be explored further with the applicant.

� A policy or procedure should be in place detailing the organisation’s 
response if a CRB Disclosure reveals adverse information that the 
candidate did not volunteer. 

� ‘Portability’ of disclosures is not recommended by the CRB – an 
application for a fresh check for any new job is advocated.



The use of social networking sites to research candidates online
has also received considerable attention in the media. This may be
a useful tool for checking discrepancies uncovered during the
recruitment process, but should be used with caution in order to
ensure that the Data Protection Act and discrimination law is not
breached. 

Bebo/Facebook/YouTube/Friends Re-United etc…



References

� Despite the popularity of the use of references during the recruitment 
process, a survey by IRS of 177 employers’ vetting practices found that 
the lack of information supplied in references led to a growing 
dissatisfaction with their usefulness.

� However, references are useful in combating fraud because they can 
verify a candidate’s employment history – references should always be 
obtained in writing to minimise scope for misunderstanding or 
confusion.

� Check addresses and phone numbers etc via external sources before 
approaching.  
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A person lies about qualifications in order to obtain employment.
� Fraud by false representation (Section 2)

A person fails to disclose a criminal conviction to obtain employment.
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Opportunities for fraud throughout the recruitment process

� Falsifying or exaggerating qualifications

� Falsification or omission of information during the pre-employment process.

� Undisclosed Convictions

� Illegal Workers

� False References

� Identity Theft



Falsifying or Exaggerating Qualifications

� In a job market which is getting increasingly competitive due to the 
recession, candidates are even more likely to exaggerate or falsify their 
qualifications in order to find work.

� Dr. Baldar told a series of lies on his CV about his medical education 
and previous employment history. The NHS Counter Fraud Service 
discovered that the information on his CV contradicted the information 
he had given to the GMC and he was sentenced to 15 months in 
prison, ordered to pay a fine and struck off by the GMC.





CV Fraud

� Was highlighted in the media following the revelation that the 
Apprentice’s Lee McQueen had falsified information on his CV.

� Includes inflating exam grades and fabricating former employers in 
order to give the impression of greater experience.

� 1 in 3 people exaggerate or falsify information on their CV.

� Failure to identify CV fraud can result in the provision of an inadequate 
service, a negative impact on fellow employees who have to fill 
knowledge gaps and an increased risk to vulnerable people.



CV Fraud

� Recent changes to immigration law, the Corporate Manslaughter Act 
and the Data Protection Act mean that organisations can be held 
accountable for the actions of their employees – employers who cannot 
prove they undertook proper checks to confirm the suitability of a 
candidate can face large fines of up to £10,000.

� It is important to verify the identity of the candidate in order to ensure 
that illegal immigrants or criminals are not attempting to gain 
employment under an assumed or stolen identity.

� CV fraud is not always committed by individuals looking for a personal 
financial benefit – organisations can also be infiltrated by criminals who 
endeavour to place people in positions where they have access to
money, goods or information.



Chief Executive prosecuted for faking C.V.

� Neil Taylor was successful Chief Executive for 
Shrewsbury and Telford Hospitals NHS Trust
receiving £115k salary.

� When asked to provide degree certification 
produced false document.

� Immediately resigned and then prosecuted 
with two year sentence, suspended for two 
years.



Other Case Studies - NHS

� Brinda Sarker was employed as a GP even though she was unqualified 
– her employers did not check her registration on the GMC website. 

� Thomas Nassier faked qualifications from an Algerian university dated 
a year before it existed.

� Lee Whitehead, a Director of Planning and Service Modernisation was 
jailed for 12 weeks for falsifying his qualifications.

� Attah Okoji failed to declare his past criminal convictions, which were 
for defrauding the NHS, but was still able to get temporary work at an 
acute trust.



Identity Fraud

There are three main reasons why individuals use false identity:
� To avoid detection
� for dishonest financial gain 
� to avoid financial liability



Identity Fraud

Section 25(1) of the Identity Cards Act 2006 states that it is an 
offence for a person with the requisite intention or lawful excuse to 
have in his/her possession or under his/her control: 

a) an identity document that is false and that s/he knows or 
believes to be false; 

b) an identity document that was improperly obtained and that s/he 
knows or believes to have been improperly obtained, or 

c) an identity document that relates to someone else.



Immigration and Identity Theft

With the current changes in legislation it is impor tant employers are aware of 
the following and ensure all documentation is up to  date :

Staff employed before 27 January 1997
The organisation would have been expected to carry out a minimal check, which would 
simply be to ensure the employee had proof of their national insurance number which 
showed them as having authority to work in the UK.

Staff employed after 28 January 1997 and before 30 April 2004
The check required the Visa in the individuals passport to be checked and ensure it has the 
necessary endorsements for UK working.

Staff employed after 1 May 2004 to 28 February 2008
The above applies but the organisation will also be expected to carry out annual checks on 
the expiry dates of the Visa's and keep some kind of controlled log to ensure the information 
is recorded to eliminate any illegal working.

Staff employed after the 29 February 2008
The above also applies but it is NOW the employer’s responsibility to check the entitlement to 
work in the UK and ask staff for their updated information as and when required.



Immigration and Identity Theft

It is important to KEEP a record of all relevant documents you are shown in a 
format that cannot be altered.

It is advised that when copying passports or travel documents the following is 
copied:

� The front cover
� All pages giving your potential employee’s personal details including nationality
� Any photographs and signature
� The expiry date
� Pages containing a UK government stamp, or endorsement allowing your employee 

to do the work you are offering.

ALL OTHER DOCUMENTS SHOULD BE COPIED IN THEIR ENTIRE TY 

� Keep a record of every document copied – the UK Border Agency can examine your 
documentation if they suspect anyone is working illegally for you.   



What to do if you suspect fraud?

DO
� Tell someone!
� Confidentiality will be respected.

� Any delay might cause the organisation to suffer further financial loss.

� Make a note of your concerns!
� Note all relevant details, what was said, the date time and names of all 

parties involved.

� Keep a record or copy any documentation that arouses your suspicion.

DO NOT
� Confront the individual with your suspicions.
� Try to investigate the matter yourself.

� Contact the police directly.

� Convey your suspicions to anyone other than those with proper 
authority to investigate.

� Do nothing!



Top Tips

� Check for gaps and unusual job moves
� Consider using work-based ability tests to provide real data on 

each candidate’s ability to do the job.
� Always take up employer references ASAP and ideally before 

the candidate starts work.
� Insist on seeing original certificates for all qualifications, and 

check these with the issuing institution.
� Always include a probationary period as part of the employment 

contract.
� Ask candidates to sign a written declaration to confirm the truth 

of their application.



PRE-EMPLOYMENT SCREENING POLICY - CHECKLIST

� Make sure that pre-employment screening is an integral part of the 
recruitment process.

� Ensure that applicants are informed, in writing, that any offer of 
employment will be subject to the satisfactory completion of checks, 
before or after they start work.

� Ensure that your screening processes are lawful.
� Involve all relevant departments in your organisation, and ensure they 

share data effectively and lawfully.
� Seek legal advice on the wording of the application form where 

appropriate.
� Identify an owner of the pre-employment screening process.
� Ensure that the application form requests all relevant information.
� Establish decision making/scoring guidelines for consistent and 

transparent judgments about information.
� Have a clear understanding of what you will not accept.
� Be clear how you check for and deal with fake or forged documents.
� Collect data on the results of the pre-employment screening process, 

monitor and evaluate.



Further reading…



And finally…here’s some quotes (not necessarily 
fraudulent but funny…

� “I am willing to relocate/travel/fly to the farthest corner of the 
world quite like at any time, because I live with myself (and I 
have my own vehicle.)”

� “I am a BMW owner with steely blue eyes”
� “I am about to enrol on a Business and Finance Degree with the 

Open University. I feel that this qualification will prove 
detrimental to me for future success.”

� “Eternally aspiring to conquer myself in everything I do and 
every elevation I gain”

� “Career break in 1999 to renovate my horse”
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