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what we will try & cover

• latest fraud identification equipment
• what is fraud?
• exercises
• policies & procedures
• how to raise awareness
• role of internal audit
• role of the audit committee



CIPFA national award runner up 2006

• “innovation and 
excellence in public 
sector audit”





House of

Guantanamo
www.houseofguantanamo.com



latest investigation techniques









hospitality & gifts









go undercover









be alert at all times

• especially in the fight against fraud, 
crime & international terrorism!!





why is raising fraud awareness 
important?
• increased importance as part of good 

governance
• avoid loss of resources
• demoralising
• negative publicity





exercise 1

• In groups, using your workplace 
experiences, think about how you could 
carry out (and get away with) a fraud.



results



what is fraud?

• CIPFA definition – ‘The intentional 
distortion of financial statements or 
other records by persons internal or 
external to the organisation which is 
carried out to conceal the 
misappropriation of assets or otherwise 
for gain’



the fraud bill

• the Fraud Bill 2006 (introduced Nov 06)
• provides a framework for the legal 

definition of fraud
• not yet really challenged in the courts to 

give definitive case law (as of yet)



what is fraud (cont)?
• from an organisation’s view point it can be 

categorised as:
– theft
– false accounting
– bribery and corruption
– deception
– collusion
– money laundering
– identity theft



theft

• dishonest appropriation of assets from 
another with the intention of permanently 
depriving them of it.

• examples…………………



false accounting
• false accounting – dishonestly destroying, defacing, 

concealing or falsifying any record, account or 
document required for accounting purposes, with a 
view to personal gain or the gain for another or 
causing loss to another.

• Credit Suisse – inflating the financial position by 
£1.5bn

• Societe General (French Bank) – fraudulent trading 
£3.7bn



bribery and corruption

• bribery and corruption – the offering, soliciting 
or acceptance of any inducement or reward 
that may influence the actions taken by the 
authority, its officers or members.

• potentially BAe and Saudi Arabia



deception

• deception – obtaining property or 
pecuniary advantage

• deliberately hiding or not informing 
another of relevant information that 
would have affected a decision made



money laundering
• to move illegally acquired cash through 

financial systems so that it appears to be 
legally acquired

• while this may not be as important as it could 
be for the private sector we still need to be 
aware of any large cash payments made to 
the authority and report it according to the 
correct in house policies



identity theft

• the use of another persons personal 
details for advantage by another

• www.stop-idfraud.co.uk
• www.identitytheft.org.uk



identity theft
• the fraudsters pick up 

bereavement notices in papers 
and then target bereaved families

• the fraudsters send forged credit 
card statements to families who 
have experienced a recent death 
in the family. The invoice is in the 
name of the deceased and for 
small sums of money. The 
fraudster relies on the fact that the 
amounts are small enough not to 
be questioned, and is simply a 
charge the deceased incurred 
without the family knowing. It is 
too easy to pay in those 
circumstances.



data loss

• HMRC – 25 million records lost
• MoD lose 600,000 personnel records
• Police forensic data is lost
• does your organisation have a response 

plan for this?



Jeremy Clarkson
• Jeremy Clarkson on HMRC Data 

loss
• Published details of his Barclays 

account in the Sun newspaper, 
including his account number and 
sort code. He even told people 
how to find out his address "All 
you'll be able to do with them is 
put money into my account. Not 
take it out. Honestly, I've never 
known such a palaver about 
nothing,"



what could go wrong?



• Clarkson stung after 
bank prank

• “Contrary to what I 
said at the time, we 
must go after the 
idiots who lost the 
discs and stick 
cocktail sticks in 
their eyes until they 
beg for mercy”
- Jeremy 
Clarkson



email phishing

• is the act of tricking someone into giving them 
confidential information or tricking them into 
doing something that they normally wouldn’t 
do or shouldn’t do. 

• www.antiphishing.org







facts and figures
• ACPO - £20bn Annually and a 

conservative figure at that
• Benefit Fraud approx £700m nationally
• Central Government - £3.8m reported 

2006/07
• no definitive cost of fraud within Local 

Government/Social Housing



how frauds occur

• 4 basic elements are necessary for a fraud to 
occur
– People (either individuals or groups)
– Assets to acquire
– Intent
– Opportunity

• MOM formula - Motive + Opportunity + Means



fraud awareness

• why frauds are committed?
• who commits fraud?
• why do we need to be aware of fraud?



why frauds are committed?
• opportunity
• need
• thrill
• ego



who commits fraud?
• the simple answer is anyone. In any large 

organisation it is unfortunate, but highly likely, 
that someone somewhere is committing a fraud

• 10-80-10 rule generally applies
– 10% of people will always commit fraud (if the 

opportunity arises)
– 80% are reliant on circumstances and their own 

moral guide
– 10% will never commit fraud



fraudster profiles

• The following are from KPMG
• In 8 out of 10 cases, the fraud involves an 

employee 
• 90% of fraudulent employees had been with 

the company greater than 1 year
• 32% had been with the company more than 

10 years
• The fraudster is often a trusted employee

• T



fraudster profiles cont.

• 68% of fraudsters aged 36-55 (only 1% aged 18-25)
• 82% of fraud committed by middle management and 

above
• 65% of fraud involves collusion
• average fraudster – Male, director, in finance, under 

45, 5-10 years experience, with collusion, gain 
<£100,000

• Also 40% of those who know a fraud is being 
committed do nothing about it



fraudsters advantage

• they have the initiative 
• they plan when to strike
• they have the choice of battleground
• they choose the most suitable method



results of fraud
• monetary gain for the individual(s) 
• monetary loss for the Company
• dip in performance for teams and individuals aware of 

fraud
• lack of trust (both internal and external)
• encourages incompetence
• loss of reputation/bad publicity
• 91% of fraudsters commit multiple times



indicators of fraud



exercise 2

• If you were now your manager, think 
about what controls you could put in 
place to prevent the fraud (or at the very 
least detect it)



results



Soapspam

• Segregation of duties
• Organisation
• Authorisation
• Personnel
• Supervision
• Physical
• Arithmetic
• Managerial



raising fraud 
awareness



anti-fraud & corruption policy

• cornerstone
• policy statement/commitment
• organisation’s approach & beliefs
• how will deal with
• who to report suspected fraud to
• who will investigate



whistleblowing/speak up policy

• who to report to
• escalation process
• take seriously
• anonymous (better if not)
• timescale
• make it safe and acceptable for 

employees to raise concerns 



money laundering policy



others

• financial regulations
• standing orders
• codes of conduct
• procedure notes



investigation resource

• counter fraud unit 
(within internal audit)

• dedicated officer & team
• second others 
• other investigation teams
• days in the audit plan



pro-active fraud

• not just reactive (too late)
• deterrent
• take serious
• promote



risk assessment

• formed a fraud group – relevant 
members

• covers all areas significant 
operations/departments/activities

• addresses all fraud categories
• recurring process, not one off



fraud risk register - scoring:
- Past experience
- Client concerns
- National issues
- Impact 
- Likelihood



• map risks to controls
• prevention controls better than detection 

controls
• try and map areas open to fraud to 

existing audit plan



targeted testing

• targeted/pro-active testing 
of areas vulnerable to fraud

• areas may not necessarily look at under 
new higher-risk based auditing (travel 
claims, petty cash etc.)

• report & make recommendations



e-newsletter

• interesting articles
• local cases
• national cases and 

issues
• scams
• warnings
• contact details



regional fraud group

• formed/hosted
• other LA’s 
• representatives from 

NHS & Police
• share ideas & best 

practice
• investigations



fraud surgery

• half day sessions
• drop in or make 

appointment
• convenient/private 

locations
• publicise/posters
• information to take 

away



intranet site (developing)

• what we do
• what you need to do
• contact details
• electronic referral form
• links to useful sites and documents



fraud seminars

• allocation of time for fraud related 
activities in the Audit Plan

• 14,000 + staff
• chose to run a series of seminars
• kept to half a day
• training centre
• open invitation to all managers



fraud seminars

• plan B

• invite included hot 
and personal topics 
(identity theft, email 
phishing, money 
laundering etc.)



fraud seminars

• over 80 managers 
signed up to attend 
in the first wave – of 
their own free will



fraud seminars
• Included other  

investigation 
speakers

• exercise: 
examples of 
fraud, split into 
groups & obtain 
feedback

• indicators of fraud



•identity theft leaflets www.identitytheft.org.uk



guide for managers

• fraud awareness – a guide for 
managers

• “cribbed” from HM Treasury Guide
• well publicised
• available on intranet



guide for managers

• what is fraud
• how fraud occurs
• where behaviour may indicate fraud
• indicators of fraud in systems
• do’s and don’ts for managers and staff
• investigating fraud (who to contact)



national fraud initiative

• led by the 
• data matching exercise
• public sector bodies
• examples: housing benefits/payroll, 

overlapping shifts, false sick leave
• expanding (both organisations & areas e.g. taxi’s 

market traders, door security, blue badge holders)



role of internal audit

• lead/review on risk identification?
• provide assurance on controls 
• ensure compliance with guidelines and any 

relevant statutes 
• advice and support
• provide an investigations service
• greater knowledge of fraud
• raising awareness
• Report fraud to the Audit Committee



role of audit committee
• oversight
• are there policies and 

training in place?
• is the risk of fraud 

identified and assessed 
through a risk 
management process?

• receive regular reports 
on frauds from internal 
audit etc.

• focus on weaknesses in 
control – ensure 
rectified



what more could be done?

• data mining/matching (local level)
• training video
• online quiz
• qualifications – CIPFA investigative 

practice qualification



outcome

• feedback – very 
good

• requests to visit 
specific teams/areas

• future seminars
• contacts made
• awareness raised
• CIPFA runner up



any 
questions?
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